


I. Introduction
1. About NetDMR
2. Benefits of NetDMR
3. NetDMR System Capabilities
4. Where to find NetDMR
5. DMR Signatory Authority

II. Creating a NetDMR Account
1. NetDMR User Roles and Registration
2. Request/receive access to permit
3. Creating an Account 
4. Demonstration – Create Account, and 

Request Access
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2nd Session

I. Searching DMRs and Entering Data
1. DMR Search Results
2. Enter/Edit DMR Data
3. Saving DMR Information
4. Demonstration – Search for and enter DMR Data
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II. Sign and Submit DMRs
1. Identifying DMRs Ready for Submission
2. Edit DMR Screen
3. Demonstration -Signing and Submitting DMRs
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DMRs is the second-largest federal reporting 
requirement, following only IRS tax returns

5



What is a DMR or Discharge Monitoring Report?

• EPA Form 3320-1
• Standardized form to help with self-reporting to 

EPA
• Data used by States and EPA for compliance and 

enforcement puposes
• DMR data is ultimately flowed to EPA’s database 

(Integrated Compliance Information System or 
ICIS)

• Public has access to DMR data via the 
Enforcement and Compliance History Online 
(ECHO) website at https://echo.epa.gov/
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 NetDMR is a Web based tool that allows NPDES 
permittees to electronically sign and submit their 
DMRs as well as attachments.

 NetDMR Released by EPA
 Made available to states - June 22, 2009
 States/EPA Regions determine their implementation 

NetDMR strategy
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System Requirements

• High Speed Access to Internet (DSL, Cable-
modem,T1 or Partial T1)

• Minimum Pentium III Processor and 128 
Megabytes of RAM

• Microsoft Internet Explorer Version 6.x or 
FireFox Version 2.0 (or higher)



 Any facility regulated by a participating NetDMR
state will eventually be required to electronically 
report DMRs

 Goal:  Encourage full participation in electronic 
reporting, provide training and technical assistance 
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 Accepts DMR submissions 
 DMR data directly to EPA’s national database
 DMRs are pre-populated with facility specific permit 

requirements
 Allows facility to easily obtain up-to-date reporting 

requirements
 Validate and edit checks DMRs before submittal
 CROMERR approved electronic signature
 Provides instant E-mail confirmation of submittal
 Copy of records available online
 Improves timeliness and accessibility of data
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 Eliminates paper DMR data entry
 Improves data quality
 Improves data availability
 Encourages proper reporting
 Provides email confirmation of DMR 

submission
 Compatible with current state 

business practices
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 Production
http://www.epa.gov/netdmr

 Test
https://netdmrtest.epacdx.net/netdmr-
web/public/home.htm
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 Signatory requirements are the same for 
paper as well as electronic DMRs (See 40 
CFR 122.22)

Responsible Official to Sign Include:

 For Corporation: responsible corporate 
officer

 For Partnership: general partner or the 
proprietor

 For local, state, federal or other public 
agency: principal executive officer or 
ranking elected official
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 Authority to sign a DMR (and 
other permit-related reports) can 
be delegated by Responsible 
Official

 Delegation must be made in 
writing and original sent to the 
Regulated Authority

 Can specify an individual or a 
position
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 Subscriber Agreements are used to provide the 
Regulated Authority with written notice of 
delegations

 “Signatory Authorization”  - Responsible Official
 Requires 1 Signature on Subscriber Agreement

 “Delegated Official” – Authorized by the 
Responsible Official
 Requires 2 Signatures on Subscriber Agreement
 Responsible Official and Delegated Official
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 NPDES permittees required to submit DMRs to a 
Regulatory Agency that is using NetDMR

 First Step is to notify Agency first that you are 
interested in participating

 The DOH requires you to have at least two successful 
transmissions of DMR data in the Test environment 
before moving to Production. However, this is on a 
case-by-case basis.

 You should receive a notification from the State or 
Region that you have been approved to begin using 
NetDMR 19
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 About NetDMR – for Permittees

 Access list of NetDMR Lead 
Contacts

 Permittee and Data Provider 
User Guide
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 Each state or EPA region participating in 
NetDMR has their own instance

 Selecting the right instance depends on 
which agency receives your DMRs. In this 
case it’s:
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•Checking your Permit ID 
•News
•NetDMR Instance Login
•Creating a new account 
•Forgot user name / password 25



 Enter Permit ID Number

- Ensures your permit number is available on  
selected instance

- Contact DOH is you don’t see your permit no.

- Move forward with registration and completing a 
Subscriber Agreement
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 User Registration
 Establishes your identity
 Each user should have a unique account

 Request/Receive Access to Permit
 Associates your user account with specific permits
 Identifies your role in NetDMR for each permit
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 Have a valid email address
 Provide basic identifying information

 Name
 Email address
 Organization
 *User Type

 Provide answers to 5 security questions 
(case sensitive)

 Click link in verification email
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Select the Appropriate “Type of User”

Note:   User Type Cannot be Changed 29



 Internal Users
 State and Federal Agency Users

 Read-only access to all signed and submitted reports
 Partially completed DMRs only able to be viewed when 

specifically requested and authorized by facility

 External Users
 Permittee User

 Data Provider
 Contractors and labs
 Cannot Sign a DMR
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 You will receive a verification email from NetDMR; it is very 
important to click the link within 60 days to complete the account 
verification process

 Only click on this link ONE time
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• Fill in the required security answer
• Case sensitive

• Create a password, and then retype to confirm
• Also case sensitive; expires every 90 days
• 8-20 characters; must contain at least 1 letter and 1 number
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 Establishes your role in NetDMR
 First person to request access must be a Signatory 

and automatically becomes Permit Administrator
 Permit Administrator controls the roles and access for 

other users
 Additional Permit Administrators may be approved
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 Account  home page
 Request Access link
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 Signatory
 Can sign and submit DMRs

 Permit Administrator
 Controls Permittee’s access to NetDMR

 * Edit
 Can enter and edit DMR data

 * View
 Can view DMR data only 

* Data Provider Roles
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 Must sign and mail Subscriber Agreement to 
Regulated Authority

 Signatory Role allows you to: 
 Sign and submit DMRs
 Refresh and delete DMRs
 Initiate repudiation of unauthorized DMRs

 Regulatory Authority must approve access after 
signed SA is received

 Automatically has the role  permissions for
 Edit / View
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 Manages access for permit(s)

 Approves/denies requests for the 
following roles
Permit Administrator,
Edit,
View 
Partial DMR
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 Has permission to 
 Enter, edit, import  and delete DMR data

View
• Can only view DMRs 

(both submitted and pending)
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 The first person to request access to a permit 
must be a Signatory Authority

 Once Signatory has been approved by the 
Regulatory Authority, you may request 
additional Signatory, edit, view only, or Permit 
Administrator access

 All Signatory requests must be approved by the 
Regulated Authority once the signed Subscriber 
Agreement has been received at the DOH
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 Enter the Permit ID, click Update
 Select the applicable role and click Add request
 You will see your access request pending at the bottom of the 

screen
• If you’ve selected the incorrect role, click the red ‘X’ to delete
• You can add additional permits/roles, update
 Submit
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 If you selected the Signatory role, additional information is 
required
 Select relationship to facility
 If you are “Responsible” official for signing DMRs, choose the first 

radio button and click Submit
 If your “Delegated” official, use the second radio button and enter 

the required information 
 Fill in the “Responsible” officials information and click Submit

 At next screen, click Confirm
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 Confirmation Screen
 Print Subscriber Agreement

 Serves as the wet-ink signature for all signed and 
submitted DMRs

 NetDMR Test - not necessary
 NetDMR Production - REQUIRED
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 If you chose a role other than Signatory, you 
will get a confirmation screen

 The Permit Administrator can then approve 
your access request
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Request Signatory
(first person)

Signed 
Subscriber 
Agreement

Requests Signatory 
&

Permit Admin.

Regulatory 
Agency 

(Approved)
Signatory  & Permit Administrator

Requests Edit

Requests View 

Requests Permit 
Admin.

46



View Role Approved
3 months later –

Request Edit Role

Permit Admins
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 Four attempts to log-in before account is locked
 Must answer security question correctly to 

unlock
 Forgotten username/passwords may be retrieved 

or reset online
 Reset with verification email
 Retrieve/change by answering a security question

 Passwords and security questions are case 
sensitive

 Passwords expire every three months
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 Can sign and submit DMRs several ways
 Edit DMR Screen - Single DMR

 Sign one or multiple DMRs

 Summary information provided for each DMR being 
signed

 Requires password and security statement to submit
 Must have approved signatory authority role with a 

signed Subscriber Agreement on file 
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 If you identify an error in their permit limits
 Ex. Wrong units of measurement:  ug/l was coded 

instead of mg/l
 Notify your NetDMR Lead Contact
 Regulated Authority updates the information in the EPA 

national database (ICIS)
 Also will run Basic Permit Data Flow program

 You must “Refresh DMR Data” in NetDMR before the 
limit change is reflected
• Only Permit Administrators can perform this task
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 Refresh is done from the Search Results Screen

 Search All DMRs/CORs
 If you want to refresh all DMRs, click Search with 

no other search criteria
 If you want to refresh only certain DMRs, select 

the appropriate filtering criteria
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 Clicking this link will bring you to a list of past, 
current, and future DMRs

 Click View All if you have multiple pages of DMRs
 Click Check All, then Submit
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 You will receive the following confirmation message
 The update will run through an overnight process 

and should be reflected the next day
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